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POLICY
All data, software, and hardware retained on County, Group, and Departmental computers are recognized as County assets. Department personnel are responsible for the preservation and appropriate use of these assets. Division Chiefs and supervisors are responsible for the implementation of the procedures outlined in this policy within their Divisions.

IT GOVERANCE
The IT Steering Committee (ITSC) oversees the Information Technology investment for the Department of Public Works. Members of the (ITSC) include the Director, the five Assistant Director level Department Administrators and the Business Applications Manager for Computer Services who acts as the Committee Chairman. The Committee will ensure that Information Technology is aligned with Department goals and objectives. 
The ITSC will review all IT projects that meet any of the following criteria: the project exceeds $25,000, the project impacts more than one division, and/or is considered strategic to the department by administration. This includes proposals from within Computer Services as well as proposals from other divisions that have a significant IT component. 

All Board Items for computer related items including goods and services must be submitted to Computer Services for review and must be approved by the Department Director and the County Chief Information Officer (CIO) prior to final submittal of the Board Item.

PROCEDURES
1. Equipment

Computer equipment including Personal Computers (PC), printers, plotters, scanners, PDA, Smart Phones, Cell Phones and other related peripherals, have been configured to perform with the approved application software, the Local Area Network (LAN), the County Wide Area Network (WAN), the County Data Center and the Internet. The use of privately owned equipment (as defined above) for the purpose of conducting County business is prohibited unless the user has obtained permission from Department Administration to tele-commute and obtains a County issued VPN Token from ISD. 
Modification and/or repairs to County equipment will be performed by authorized Computer Services personnel or the contracted vendor only. 
Unless prior approval is obtained from Department Administration, PC equipment will not be removed from the premises.

2. Software

Computer Services has selected and approved software that is compatible with the current County, Department, and Industry standards. The loading of software on County PC equipment is restricted to authorized Computer Services or vendor staff only. Illegal and/or unapproved software (games, screen savers, personal email accounts, etc.) is not allowed on County owned equipment.

3. Email and the Internet.

The Department LAN provides access to user accounts, data, Email, applications and services provided by the Data Center. The County WAN provides access to the County Data Center, Email, the Internet and services provided by other departments.
The use of these services is restricted to County business only. Data files, Email messages and Internet accounts are the property of the County and are not considered personal property. Email messages should be professional in nature and courteous, the use chain letters, adult content, gambling, jokes, and other use for personal reasons is prohibited. Misuse of these services; Email and Internet accounts can result in the appropriate disciplinary action per County Policy: 14-01, 14-02, 14-04 (See Item 10 Below).
4. Computer Accounts
Computer Services is responsible for the setup of user accounts for all computer related systems including server, Email, Internet, application programs and other as needed. Employees requiring access to computer systems must have their supervisor submit a Helpdesk ticket for an account and identify what systems the employee is authorized to access. Requests for Internet accounts must have Assistant Director Approval prior to submittal to Computer Services.
5. Computer Related Purchases

All requests for computer purchases including hardware, software, PDA’s, smart phones, cell phones, and related peripherals must be reviewed and approved by Computer Services prior to purchase. Requests for purchases must have Assistant Director Approval prior to submittal to Computer Services.

6. Data Storage and Backups
Computer Services is responsible for the storage of critical data files and the backup and recovery of such files with the exception of Email which is the responsibility of ISD on the network. PC users are responsible for saving critical data files to the “N” or network drive so that backup operations can be performed by Computer Services. Failure to save critical data properly can result in the loss of information.

7. Copyright Laws

County and Department policy requires that all Copyright laws governing the purchase, use, and distribution of computer software and hardware is complied with. Unless a special arrangement has been made between the Department and the publisher, the Department will abide by the one software package per computer rule.
8. Monitoring of Computer Systems

The computers and computer accounts given to employees are to assist them in the performance of their job duties. NO USER SHOULD HAVE AN EXPECTATION OF PRIVACY IN USE OF THE INTERNET OR EMAIL THROUGH THE COUNTY SYSTEM OR WITH COUNTY EQUIPMENT. The Department reserves the right to monitor and audit PC, Email, Internet and any other computer related system. It uses automated software to monitor material created, stored, and received on the computer network and systems.
9. Passwords

Users are required to change their passwords every 60 days. Passwords must be a minimum of 8 characters in length and contain 3 of the following 4 groups: uppercase letters, lowercase letters, numbers and special characters.

10. Equipment and System Usage

Employees are responsible for knowing and following San Bernardino County E-Mail, Internet and Equipment Usage Policy: 
County Policy #14-01 Electronic Mail (E-Mail) Systems:
The County e-mail systems are valuable resources for communication of information that is necessary to conduct County business. Employees and other authorized users are encouraged to make use of this tool to carry out their responsibilities and duties in a professional and courteous manner, which is in the best interest of the County.

County Policy #14-02 Electronic Mail (E-Mail) Retention and Destruction: 
The County provides e-mail to employees to communicate and conduct the business of the County and, in doing so, expects employees to manage and protect records resulting from e-mail communications. A systematic retention and deletion program not only eliminates obsolete documents from the e-mail system but also saves resources by not indefinitely and unnecessarily storing information beyond appropriate timelines.

County Policy #14-04 Internet/Intranet Use Policy;

It is the policy of the County of San Bernardino to make effective and productive use of the Internet and the County Intranet (“Internet”) and to support the deployment and use of internet technology by Departments. This policy shall apply to those full and part-time employees, volunteers, contractors, and other affiliated individuals (collectively referred to as “User” or “Users”) who have been provided access to the Internet by the County. Users accessing the Internet through a personal account but on County equipment are subject to this policy.

County Personnel Rule X, Section 2, d – Cause for Suspension, Demotion, Reduction in Salary Step and Dismissal: 

d.   Careless, negligent, misappropriation, waste, theft, or improper use of County property, vehicles, equipment, or funds, including use for private purposes or involving damage or risk of damage to property.  

